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The Promise

Presidential Elections 2016
Tracking Receipt

Ben Adida

65cMUev0im7KNvcHgJs/3Z20100=

Machine Signature
Ys23Ag/510WqZCw9QGaVDdHwWHO0=

Presidential Elections 2016
OfbcialTally

Amy Aardvark zeficeconssropinnct+gmguova-
BenAdida. 65cMUev0im7KNvcHgJs/3%Z20100=

Steve Zepfyr Rfp9EIyaQARRELCWDOy9v1BZFtc=

WINNER Britney Spears
PROOF

EbC37bnxckw02wdncxvnsdfk23508zxcvsdkfn234n22sdv
xb09sdfdsf0235nxvb8235324nasdfasdvexzv7234523ad
sfdvzxcv87252-5rasdfsadsvdsvn2523523;42342323




OAnNd there areyptographic
techniques that can be used to
achieve software independence

that even If there's a bug In the

software, you'll detect If there's
problemBut those arenot ready
for prime time In my opinion.O

Avi Rubin, 7/9/2008




@ut_ with cryptography, youOre jL
moving the black bokew people really
understand it or trust 1t.0

Debra Bowen, 7/30/2008
(paraphrased)




OK. So LetOs Go.

LetOs make an
open-audit voting system
publicly available.




! See your vote count.
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Simplify

L ow-Coercion Elections

Web-based




Bag 00 Tricks



Single-Page VWeb App

<a href=0javascript:doStuff();O
next page
</a>




LiveConnect (Ah!)

var p = new java.math.Biglnteger(0130,10);

var p = Ic_applet.newBiginteger(0130,10);

var GEN = new java.security.SecureRandom();

var GEN = Ic_applet.newSecureRandom();




Data URIs

window.open(Odata:text/plain,O + content);

w.document.open(“text/plain®);
w.document.write(content);

w = window.open("");

!

!

I w.document.close();




window.postMessage()

w = window.open(HELIOS APl _URL);

w.postMessage(Oelection 1230, helios_host);

window.addEventListener(OmessageO, ...);

window.opener.postMessage(election_data);




Demo

http://tinyurl.com/heliosusenix
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Questions?

ben@eecs.harvard.edu

http://www.heliosvoting.org/
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