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Voting is Hard

Verifiability Anonymity



Cryptography is Useful!
“Cryptography solves problems that seem contradictory. 

There’s such a thing as ‘just the right level’ of contradiction.”

Prof. Ronald L. Rivest

• Public-Key Encryption

• Secret Sharing

• Zero-Knowledge Proofs



Public-Key Encryption

Encryption and Decryption
use different keys
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Mouse"

f4ec163dPublic Key

Private 
Key



Reencryption

f4ec163d 43bae43

Public

There are multiple ways to
encrypt the same message



Secret Sharing
ACLU

NRA

Democrats

Republicans

The French

A majority of the trustees is
required to recover the secret.



Zero-Knowledge Proofs

This ciphertext encodes a ballot for 
“Mickey Mouse”

You are convinced, but
you cannot prove it to anyone else

f4ec163d



Voting Requirements

• Cast as Intended

• Recorded as Cast

• Tallied as Recorded

• No Vote Selling or Coercion!
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Cast as Intended



Recorded as Cast
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Voting Machine
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Vote Recorded:
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Tallied as Recorded



Cryptographic Voting & 
Universal Verifiability
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Ballot Creation

How can the voter
trust the voting machine to encrypt?
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Proof of Ballot Content
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Proof of Ballot Content
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Ballot Record

Recorded 

Ballot

2

Voter

Secret 

Receipt

web/phone

85e535f



Anonymization
Mixed 
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3

4fe36dc

33eaa23

ca21789

28eeca4

128956c

2cde453

637cab3

43bae43

ab1b3ec

5b6c7de

cb546cd

abedcef

Proof of Mixing:

(1) no duplication
(2) no deletion
(3) no addition



Tallying
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Summary

• Voting has contradictory requirements

• Cryptography is a useful tool

• Research is ongoing in terms of:
practicality, efficiency, flexibility


